INTRODUCTION
The Unique Location key pair proposed in the earlier chapter resulted in the node id misuse by the attacker and the node reveals its key pair or it is compromised, hence the performance of the node is degraded.
Moreover, all the nodes must verify the key pair with the BS before transmission. In this chapter, Genetic Algorithm (GA) is proposed to detect and prevent Sybil attacks for LEACH protocol in WSN. The objective of GA is to identify its best trusted neighbour node for communication using its optimization capability
PROBLEM STATEMENT
Due to the mobility and dynamic nature of the sensor nodes, the intermediate nodes may change after route discovery, which may cause route failure. Moreover, an intruder can join as the intermediate node in the route.
The major challenge for the LEACH protocol is that they go through topological changes in the networks and the node energy gets drained even for the short transmission. The node should minimize the energy dissipation and optimize the communication for conserving energy and increasing network longevity.
Changing the node behaviour is identified by the Genetic Algorithm, David E Goldberg et al. (1989) , with its fitness functions to find the node as a trustable node. Once if the node's trustiness is identified, the transmission takes place efficiently in a secured manner.
LEACH-GENETIC ALGORITHM (LEACH-GA)
The Genetic algorithm selects an unsupervised node, which enables the network to achieve maximum coverage distance with minimum energy consumption. Genetic algorithm optimizes the behaviour of the node based on its, request and response, energy level and mobility of previous transmissions.
A node, whose behaviour is changed and does not fit into the fitness function is considered to be the Sybil node because it does not have the history of previous transmissions. The Sybil node is dropped from the network for improving the quality of the network for the future communication. The GA chooses the best trusted neighbour nodes using the fitness function, which is based on the node behavior, direct distance to destination node, energy and trust value of the nodes in the route.
GENETIC ALGORITHM
A population contains a group of individuals named chromosomes, Each node in the network is evaluated for the fitness function to complete the selection process. Once the selection is done, crossover and mutation is applied to obtain a good node for transmission. The flowchart for GA is in Figure 5 .1. (Crossover) With a crossover probability, cross over the parents to form new offspring (children). If no crossover was performed, offspring is the exact copy of parents. With a crossover probability, cross over the parents to form new offspring (children). If no crossover was performed, offspring is the exact copy of parents.
4.
(Accepting) Place new offspring in the new population
• (Replace) Use new generated population for a further sum of the algorithm.
• (Test) If the end condition is satisfied, stop, and return the best solution in current population
• (Loop) Go to step2 for fitness evaluation.
Fitness Function
Genetic Algorithm creates a list of all the nodes in the network along with their coverage and the iteration list. Minimum coverage area between the nodes is calculated and the coverage list created by source nodes are used for calculating the maximum coverage. Once the maximum coverage value is calculated, the nodes in the coverage list do not cross the maximum value. Based on the coverage values, iteration list is formed.
The fitness function in Genetic algorithm considers the nodes' power metrics, which is the fundamental limitation for both embedded systems and sensor networks. The fitness function is calculated by using the coverage values. The source node's fitness is first calculated using the respective coverage values and fitness of the attacker node are calculated using the energy level. Finally, fitness of a node is calculated by the receiver power and minimum energy level. There could be a packet loss when energy in a node decreases. If the fitness value of a node is more it is used for recombination as shown in the Equations (5.1) and (5.2).
The Fitness function is calculated as
WSN response time and prolong the network life we try to minimize routing latency and energy. Fitness function in (equ 2) looks like
Minimizing latency means minimizing travel time of data from the end nodes to BS. Achievement in the shortest time is possible when each node send data directly to the BS, but this approach requires more energy.
Minimizing energy consumption involves finding solutions, where nodes communicate in short distance and between few nodes. Another aspect to be considered is the uniform allocation of CH in the network space with minimal energy consumption.
In this proposed research work, the GA can be used at any place in the network like, base station, CH, node, thus assures energy efficiency, to identify the Sybil nodes to the optimizer. GA is applied in each round of route discovery. The optimizer chooses the best trusted neighbour nodes using the GA fitness function, which is based on the node behavior, direct distance to a destination node, and energy and trust value of the nodes in the route. The node behavior is continuously monitored by the GA and creates the energy efficient clusters for transmissions. When there is any change in the behavior of node during transmission that node is said to be a Sybil node to be eliminated from the network. In terms of GA representation, the nodes are called as chromosomes. The head node, member node in a cluster can be 
Population
All nodes in the network are considered as chromosomes. The CH and CM nodes are represented as X and Y respectively. The fitness of a chromosome is evaluated by using many parameters such as, node energy, distance and node trust value. Population P consists of several chromosomes.
For example, the population P is initialized with randomly generated 100
nodes. The population transforms into the future generation, according to fitness.
Selection
Selection is supposed to have the ability to compare each node in the network. Selection is done by using a fitness function. Each node has an associated value corresponding to the fitness of the solution it represents. The fitness should correspond to an evaluation of the goodness of the node. The optimal solution is the one, which maximizes the fitness function.
Mutation
When the deployment reaches a static equilibrium, the nodes would randomly mutate the DV and BSS. Some nodes would randomly vary the probability assignment of the DV. The server will also randomly re-assign some of the base-stations. This process helps to "shake" the distribution of the nodes over the field to reach a better global optimum. There is also mutation on the probabilistic model of the recombination stage. The degree of mutation is determined by the mutation rate. Further, in order to minimize latency, travel time from a node to BS has to be minimized (Goldberg et al. 1989) . When each CH node sends data directly using one hop to the BS, the time is reduced, but the node consumes more energy. Minimizing energy consumption involves finding solutions, where nodes communicate information on distances as short as possible and between as few nodes as possible. Where cluster-heads are equally spread, it is found that there the energy consumption is uniformly distributed in the network.
FITNESS PARAMETERS
= = ( ) ( ) Fitness Function ( ) { }
SIMULATION RESULTS
The LEACH protocol is used for energy efficient routing protocol. The cluster mechanism and parameters of the LEACH protocol, genetic algorithm is incorporated in the LEACH protocol for fitness function to control and eliminate the misbehaving nodes. 
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The End-to-End delay is calculated as the average time taken by a data packet to arrive in the destination.
(arrive-time -send-time) / Number of connections, the lower value of the end-to-end delay means better performance of the protocol. The Comparative study of LEACH with proposed LEACH-GA is shown in Table 5 .2. The number of nodes deployed is 20, 40, 60, 80 and 100. The performance metrics such as delay, energy, throughput and the PDR and packet loss are computed for the Genetic LEACH. The overall data packet transmission is used for computing the throughput and the successful packet received at the destination is used for computing the packet delivery ratio. The energy is computed after reducing all the consumed energy from the initialized energy of a particular node. The consumed energy estimation depends on the node participation in certain activities. From Table-5 .2, it is clear that, the network performance is affected in terms of number of nodes deployed in the network. 
Figure 5.3 Energy Comparison
The Genetic LEACH residual energy is maintained with increase in time as shown in Figure 5 .3. In the existing LEACH, the energy efficiency is considered as the main factor and to save more energy in the clustering process. Since, the CH is changed each time of data transmission; the energy of the CH is maximized for data gathering and aggregation. proposed LEACH-GA is efficient in terms of security and energy saving. The packet loss is reduced in the proposed algorithm using a Genetic algorithm.
GA algorithm gives more effective output than existing algorithms and enables the network to continue its transmission without any delay and fear of attack. The limitation of this work is that the GA is used only to control and monitor the network, not providing any security mechanism during the transmission of data. Genetic LEACH reduces delay very much by 73 %, while conservation of energy is maintained at 2 %, throughput by 46%, and PDR by 2.8%. 
